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NLP-BASED .NET CLR EVENT LOGS ANALYZER

ABSTRACT. In this paper, we present a tool for analyzing .NET
CLR event logs based on a novel method inspired by Natural Lan-
guage Processing approach. Our research addresses the growing de-
mand for effective monitoring and optimization of software systems
through detailed event log analysis. We utilize a BERT-based ar-
chitecture with an enhanced tokenization process customized to
event logs. The tool, developed using PyTHON, its libraries, and
an SQLITE database, allows both conducting experiments for aca-
demic purposes and efficiently solving industry-emerging tasks. Our
experiments demonstrate the efficacy of our approach in compress-
ing event sequences, detecting recurring patterns, and identifying
anomalies. The trained model shows promising results, with a high
accuracy rate in anomaly detection, which demonstrates the po-
tential of NLP methods to improve the reliability and stability of
software systems.

Demo video: https://youtu.be/JLCS4F-AlYc

GitHub: https://github.com/ironSensei/NLP-CLR-LogAnalyzer

§1. INTRODUCTION

Most organizations use various software systems, necessitating effec-
tive monitoring and resource allocation. Event logs, as primary artifacts
of software operations, are crucial to understanding system functions and
identifying optimization opportunities. Process mining combines process
science and data analysis methods to extract value from such logs, which
allows the optimization of processes. This project extends the approach
proposed by Stepanov and Mitsyuk [8] by enhancing low-level NET event
log analysis in two ways: 1) pattern detection, to understand system in-
teractions, and 2) anomaly detection, to identify and prevent abnormal
behaviors.

We apply neural network models for automated and scalable analysis.
Self-supervised learning is utilized due to large, unlabeled datasets typical
in software systems. Using transformer-based NLP methods, we tokenize
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event traces to identify patterns and anomalies. This work demonstrates
the effective application of NLP techniques to .NET CLR event log anal-
ysis.

This article is organized as follows: Section 2 provides an overview of
existing solutions for event log analysis, Section 3 describes the algorithms
used in the project, Section 4 presents the proposed method for event log
analysis, including training a machine learning model and implementing
the proposed algorithms, and finally Section 5 offers a summary of the
article.

§2. RELATED WORK

In [8], the authors propose a method for extracting high-level activities
from low-level event logs of program execution. To achieve this, they devel-
oped two tools: PROCFILER and F1cus. PROCFILER logs events that occur
during the execution of programs written in the C# programming language
within the .NET CLR runtime environment. FICUS acts as a parser for the
event log collected by PROCFILER; it removes all system information from
events, leaving only activity names, and applies a predefined hierarchy to
adjust the level of event abstraction. An example of such a hierarchy is
shown in Figure 1. The root is an artificially added, most abstract event.
For instance, AssemblyLoader/Start_ System_ Threading represents a very
specific and detailed event. This event can be abstracted to a higher level
by naming it AssemblyLoader/Start.

In our project, we utilized the results of the PROCFILER and FICUS
tools, specifically logs with the lowest level of abstraction, meaning they
contain events that are the leaves of the hierarchical tree shown in Figure 1.

For the task of anomaly detection in event logs, supervised learning
methods have been applied, treating this task as a binary classification
problem [4, 7]. However, this significantly reduces the applicability of such
methods in real systems, as it requires a prelabeled dataset, and more
importantly, limits the ability to detect previously unseen anomalies. There
are studies that use self-supervised learning approaches [2] based on LSTM,
as well as the BERT model [6, 3], which is based on the transformer
architecture and employs preliminary tokenization of the event log.

To the best of our knowledge, no previous study has investigated the ap-
plicability of NLP methods for automated pattern and anomaly detection
for the domain of low-level event .NET CLR logs.
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Figure 1. An example of a predefined hierarchy used
to raise the abstraction level of low-level event logs,
where “root” is the most abstract event and Assembly-
Loader/Start_ System_ Threading is the most specific, de-
tailed event.

§3. ALGORITHMS

There are several major limitations to the rapid and efficient analysis
using process mining methods. Among them are the large volume of event
logs and the need for a preliminary analysis of the input data to understand
the structure of interacting process elements. One of the key hypotheses
in this work is that approaches adapted from the field of NLP can help
overcome these limitations.

3.1. Event Log Encoding. Most NLP algorithms are designed for se-
quential data. For the task of event log analysis, we need to represent logs
as sequences for further application of the algorithm.

Table 1 shows an example fragment of an event log, where each event
has three mandatory attributes: it represents the execution of some activity
from the set of activities A — denoted as act;, a timestamp ts; corresponding
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to the event’s start time, and a process identifier indicating the process
during which it was executed. The set A is finite and defined by the set of
activities allowed in the .NET runtime environment [8].

Trace ID Activity Time
31237 | Method/MemoryAllocatedForJitCode | 14:27:01
31237 Method/LoadVerbose 14:27:50
31237 GC/SampledObjectAllocation 14:27:15
31237 Buffer /Returned 15:28:40

Table 1. Example fragment of a low-level event log from
the CLR environment.

To construct a single trace from the events listed in Table 1, all events
sharing the same ID should be grouped and sorted by execution time. This
process produces the trace:

trace; = (Method/MemoryAllocatedForJitCode,
GC/SampledObjectAllocation, Method /Load Verbose,
Buffer/Returned).

By using this approach, we obtain the final set of event log traces.

In order to represent traces as textual sequences, each activity from the
set of all allowed activities A in this study is encoded with a unique non-
control Unicode character, let U be the subset of these characters. Thus,
we formed a bijection between the set A and the set U, f: A «+— U.

For example, consider a bijective function fo C f, defined by the set of
pairs.

fo = {(Method/MemoryAllocatedForJitCode, “a”),
(Method /LoadVerbose, “b”),
(GC/SampledObject Allocation, “c”),

(Buffer/Returned, “d”)}

Then the trace trace; can be represented as the sequence seq; = “acbd”.
We reduced the task of representing a trace to a sequence of Uni-
code characters, solvable using NLP tokenization algorithms such as BPE,
WORDPIECE, and UNIGRAM. We chose the BPE algorithm because it
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preserves a dictionary of tokens, merging the most common pairs. After
completing the tokenizer training, we obtained the final set of permitted
tokens, denoted as T, where each token represents a subsequence of Uni-
code characters.

Any sequence seq can be represented as

tokens; = (tj: t; € T,i=1,...,p(seqy))

where ¢(seqy) determines the number of tokens. The tokenization pro-
cess, defined as T : seq; — tokens;, converts seq; into the set tokens; =
['ac’,’ bd']. Tokenization also compresses traces, significantly reducing the
input sequence length for the neural network.

Each token is encoded with a unique number corresponding to a value
in the embedding table (numeric vectors), which in turn are trainable pa-
rameters of the neural network, the configuration of which we will describe
in Section 3.2. Using numeric vectors, we can encode traces and feed them
to the neural network input.

3.2. Neural Network Configuration. A key algorithm in deep learn-
ing, especially in NLP, is the transformer architecture [9], which consists of
an encoder and a decoder. The encoder processes the input sequence with
the attention mechanism and feed-forward layers, producing vectors that
the decoder further transforms into a probability vector. BERT [1] is a
transformer model that is based only on the encoder and applies attention
to tokens based on their context within a sequence.

One of the ways to train BERT is the Masked Language Modeling
(MLM) approach, which involves masking a certain percentage of randomly
selected tokens with a special token [MASK]. During training, the model
aims to minimize the loss function’s error by predicting the token hidden
behind the [MASK]. We claim that a model trained on unlabeled correct
(without anomalies) event logs can detect events that do not match the
context of normal behavior. For this reason, in this work, we apply a BERT-
based model for anomaly detection.

After analyzing existing BERT-based model architectures, we selected
the SQUEEZEBERT architecture [5] for this work. The authors of the work
presenting this architecture show that the majority of the model’s parame-
ters and the bulk of the time during its application are concentrated in the
feed-forward layers. They propose a convolution-based approach borrowed
from the field of computer vision to optimize the neural network. As a re-
sult, they managed to reduce the number of parameters to approximately
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40 million, compared to 100 million in original BERT, which requires less
computational resources, without significant loss of quality.

§4. METHOD

Algorithm 1 Algorithm for Extracting Traces

1: function ProcessXESTRACEs(input_ filepath)

log < ReadX ES(input_ filepath)

event_log < Filter LogForNeededColumns(log)

needed _indexes <— GetNeededIndexes(event_ log)

outliers < IdentifyOutliers(event_log, needed indexes)
event_ log < Filter LogByIndexes(event log,needed indexes)
traces_log < CreateTracesLog(event_log)

final _trace log < IntegrateOutliersIntoTraces(traces log, outliers)
: list_of traces <— ConvertTracesToList(final _trace_log)

10: return list_of traces

11: end function

Algorithm 2 Algorithm for Tokenizing Traces

1: function ProcessTRACESTOSEQUENCES(traces, LoA)
accepted _events <— LoadAcceptedEvents()
event_codes < MapEventsToCodes(accepted _events)
sequences + ||
for each trace in traces do
sequence < ConvertTraceToSequence(trace, event _codes)
sequences.append(sequence)
end for
: processed_traces < TokenizeSequences(sequences, LoA)
10: return processed_traces
11: end function

4.1. Patterns Detection. Tokens in the tokenizer’s dictionary reflect
frequently occurring interactions, thus considered patterns in this work.
For instance, a group of events encoded by symbols a, b, ¢ appearing as
the token bac in the event trace is a pattern. We trained 13 tokenizers
with dictionary sizes from 512 to 20,000 tokens, some with a maximum
token length limit, to analyze these patterns at different abstraction levels
— higher levels encode larger numbers of events into single tokens.

The pattern detection process involves two algorithms. Algorithm 1 de-
scribes obtaining a list of traces from raw CLR low-level event logs by
extracting necessary columns and combining events by timestamps. Algo-
rithm 2 extracts tokens from event traces at a specified abstraction level
(LoA), forming a list of acceptable events and applying a mapping to
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Figure 2. Non tokenized log.

create sequences. These sequences are then tokenized using the trained
tokenizers, resulting in a list of tokens for each trace.

Consider an example of the results of the pattern search algorithms on
event logs from 25 runs of the same C# program.

We visualized the obtained traces, showing the trace ID on the hori-
zontal axis and the number of events (tokens) on the vertical axis, with
each color representing a different token/event. Tokenization not only sig-
nificantly reduced the average trace length from 8000 events in the non-
tokenized log (Figure 2) to 200-300 tokens at an abstraction level of 10
(Figure 3), but also produced a list of frequently co-occurring events dur-
ing program execution, which is the set of tokens of the encoded trace of
program execution. This list can be further analyzed by domain experts
to gain deeper insights into the execution process and potentially identify
performance bottlenecks.

The method of pattern detection presented in this work is an alternative
to the repeated alphabets method presented in [8]. Thus, we can say that
our method is more versatile as it is used not only for pattern search, but
also when using the SQUEEZEBERT neural network.

4.2. Anomalies Detection. Anomaly detection is based on the SQUEEZE-
BERT neural network architecture, and there are two main approaches in
the NLP field for using machine learning models. The first approach in-
volves fine-tuning an already trained model for specific tasks, which is
usually optimal. However, this approach is not feasible in our case as the
BERT-based model has not been previously applied to .NET CLR event
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Figure 3. Tokenized log with LoA 10.

logs. Therefore, we train the model from scratch using a tokenizer with a
maximum abstraction level of 13, a dictionary size of 20,000 tokens, and a
maximum token length of 300 characters.

We used the LAMB optimizer [10] for training. The final model consists
of 43.6 million parameters and was trained on the same dataset used for
tokenizers. The context window size was set to 512 tokens, with shorter
traces padded using the [PAD]| token. Training was conducted for 300
epochs in the Google Colab environment on an Nvidia Tesla A100 GPU.
The statistics of the learning rate, gradient norm, and loss are presented
in Figure 4.

Algorithm 3 Algorithm for Anomaly Detection

1: function EvALUATETRACES(traces)

2 for each trace in traces do

3 tokens < ProcessTracesToSequences(trace, 13)

4 (probs, loss) < EvaluateByTokens(tokens)

5: brier « EvaluateTraceBrier(tokens)

6: count_abnormal < CountNonEmpty([probs, loss, brier])
7 if count abnormal > 2 then

8 Print “Trace” + trace + “is abnormal.”

9

else
10: Print “Trace” + trace + “is normal.”
11: end if

12: end for
13: end function
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Figure 4. Dynamics of learning rate, gradient norm, and
loss function during final model training.

The anomaly detection algorithm is described in Algorithm 3. It takes
a list of traces as input, which are subsequently tokenized based on Algo-
rithm 2. Then, it performs an evaluation using two methods: probability-
based and loss-based, as well as Brier score evaluation.

The probability and loss evaluation is performed by masking each token
in a trace with the [MASK] token, applying the SQUEEZEBERT model,
and comparing the model’s output with the observed value. If the pre-
dicted probability of the observed token is less than 0.85, it is considered
anomalous. Similarly, if the loss function value exceeds 0.05, the token is
considered anomalous.

The Brier score helps detect anomalies at group token levels, increasing
the accuracy of detecting incorrect behavior. By masking 20% of randomly
selected tokens and calculating the Brier score for them, we determine if
the entire trace is anomalous if the score exceeds 0.5.

If two out of the three scores indicate anomalies in a trace, then the
whole trace is considered anomalous.

We also used a SQLite database to store these three evaluations for each
trace. If an identical trace appears again, we retrieve the scores from the
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Figure 5. Confusion matrix of model performance.

database instead of rerunning the model. This approach saves time and
computational resources.

Model validation was performed on the basis of 25 synthetically gener-
ated anomalous traces, as well as 25 traces with normal behavior. Anoma-
lous traces were obtained by adding five random events at random posi-
tions, simulating the expected anomalous behavior in the trace. However,
it is important to note that all 50 traces belong to the same domain as
those in the training dataset, e.g., they originate from the same software
execution. The validation results are presented in the confusion matrix in
Figure 5.

As observed in Figure 5, the developed model shows satisfactory results;
however, it makes errors in 6 cases. This error is less problematic because
falsely labeling a normal trace as anomalous is preferable to missing an
actual anomaly. Increasing the volume of training data could improve the
model’s quality, so further training on a larger dataset is recommended.

Meanwhile, testing the proposed approach on traces from another soft-
ware domain yields worse results, indicating that our model is unable to
generalize to other .NET CLR logs. Thus, it needs to be trained specifically
for a single software system.
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§5. CONCLUSION

In this study, existing NLP approaches applied to the analysis of event
logs were examined. We developed a tool in PYTHON, which is designed
for analyzing patterns and anomalies in logs of .NET CLR applications.
Our tool supports multiple levels of abstraction for pattern detection and
utilizes an SQLITE database to store and reference previously analyzed
traces, optimizing performance. A model based on the BERT architecture,
specifically SQUEEZEBERT, was trained from scratch. Validation results
demonstrate that the model performs well in anomaly detection, and it
is expected that increasing the volume of data can improve its quality.
Thus, we have shown that NLP approaches can be effectively applied to
the analysis of event logs in the .NET CLR runtime environment.
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