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AUTOMORPHISMS OF TYPES AND THEIR
APPLICATIONS

ABSTRACT. We outline recent results in the theory of type isomor-
phisms and automorphisms and present several practical applica-
tions of said results that can be useful in the contexts of program-
ming and data security.

§1. INTRODUCTION

The aim of this paper is to present an approach and several examples
to the creation of systems relying on the recent advances in the study of
type isomorphisms and automorphisms [26].

The power of type isomorphisms and automorphisms is illustrated by
the fact that they have a fairly simple computational structure closed
under composition behind them (finite hereditary permutations) [7] and
the groups of automorphisms of higher order types can represent arbitrary
finite groups [26]. The former property allows us to efficiently compute
answers to several common problems up to isomorphism, while exploiting
the latter property allows us to encode many conventional cryptographic
primitives directly in Type Theory. Among other examples we consider
automated theorem proving and typed library search up to isomorphism,
and an instance of ElIGamal cryptosystem based on type automorphisms.

We omit proofs published elsewhere because the purpose of this article
is to present an idea of a method (most relevant proofs may be found
in [26]).

As a main system to present our ideas we shall use the second order
A-calculus A\26n (system F). Its subsystems and extensions will also play
some role. The system that “underlies” all these systems is the untyped A-
calculus A. For a detailed presentation of A-calculus (typed and untyped)
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see [2,13]. In the next section we shall present a brief description of these
systems, mainly for notation clarity purposes.

§2. LAMBDA CALCULUS

2.1. Untyped Lambda Calculus. The syntax of A is very simple. The
class of \-terms consists of words constructed from the variables x, vy, z . ..
using abstraction operator A and parentheses (, ). The class A of A-terms
is the least class such that:

e if x is a variable, x € A;
o if M € A then (Az.M) € A
o if M, N € A then (MN) € A.

The symbol = denotes syntactic equality. The usual convention is to
elide internal . and A, assume that abstraction associates to the right,
application to the left, and application precedes abstraction (that permits
to omit some of the parentheses). For example,

)\1’19321’3.MN1N2N3 = ()\1’1()\IQ()\QC3(((MN1)N2)N3))))

Sometimes we will need to abbreviate even more. Given a list of indexes
i1y...,0n, instead of A;, . ..A;, we will write using a vector notation A;, -, .
This abbreviation may be used with the convention above, for example
AT1=p .M Ny, will have the same meaning as A\zq ...z, .M Ny ... N,.

In the term Az.M, M is called the scope of Az. All occurrences of a
variable x in some term that are not in the scope of any Az are called
free. The set of all the free variables of M is denoted F'V (M). All the free
occurrences of z in M are bound by Ax in Az.M. The term without free
variables is called closed. Now, a-conversion is just a renaming of bound
variables. It defines an equivalence relation on terms (a-equivalence). We
shall write =, for syntactic equality extended by a-conversion.

As usual, the variable convention (justified by a-equivalence) is used: if
terms My, ..., M, occur in a certain context then in these terms all bound
variables are chosen to be different from free variables.

The syntax form [N/x]M denotes the substitution of NV for all the free
occurrences of z in M with renaming of bound variables. To shorten the
formulas we may use the notation with +, that is, [N12,,/x1-,]M will also
mean [Ny/z1](... ([Nn/xn]M)...).

Normalization is the process based on reductions (oriented conversions)
leading to a normal form. In the untyped A-calculus two reductions are
considered:
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e () (\e.M)N — [N/z]M,

e (n) \e.(Mz) - M, ¢ FV(M).
The a-congruence is not used as a reduction but only to respect the variable
convention. Subterms of the form (Ax.M)N are called 3-redezxes. Similarly,
subterms of the form Az.(Mz) (x ¢ FV(M)) are called n-redexes. When
a term contains no [S-redexes it is said to be in S-normal form, when a
term in S-normal form contains no 7-redexes it is said to be in Sn-normal
form.

Notation M —* N means that there exists a reduction sequence from
M to N. Term M is said to have a S-normal form (Sn-normal form) N
if there exists a 8 (87n) reduction sequence M —* N. In the untyped
A-calculus not all the terms have normal forms. For example, the fixed
point combinator Y = Af.((Ax.f(zz))(Az.f(zx))) does not have any nor-
mal form. Respectively, for some terms the normalization process may not
terminate. A reduction sequence can not be extended only if it ends in a
normal form.

M is said to be weakly normalizing (WN(M)) if there exists a finite
reduction sequence starting with M and leading to some normal term.
M is said to be strongly normalizing (SA/(M)) if all reduction sequences
starting with M are finite.

Definition 1. Reduction — is said to have the CR property iff for each
M —* M; and M —* My there exists N such that My —* N and
My —* N.

Theorem 1. Church-Rosser. (|2, Th. 3.3.9]).

e Both B-reduction and Bn-reduction have the CR property.
o If My = Ms then there exists some term N such that M7 —* N
and My —* N.

This has two important consequences:

e M has a B-normal form (Bn-normal form) if there exists an N
such that M = N and N is a S-normal form (Bn-normal form);

e M does have at most one mormal form: all reduction sequences
that terminate, do terminate with the same normal form.

Two terms M, N are said to be convertible if there exists a third term K
such that both M and N can be reduced to K by applying some reduction
sequences M —* K, N —* K. The equality = on terms is the reflexive
symmetric transitive closure of convertibility relation.
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Remark 1. From the point of view of computation, the untyped -
calculus is very powerful: it has the same computational power as Turing
machines or any other equivalent formalism, such as partial recursive func-
tions. It has obvious consequences for decidability and complexity. Roughly
speaking, every known “hard problem” can be modeled. In particular, the
property WAN (M) is undecidable (equivalent to the Halting Problem).

2.2. Typed Systems. The proof-theoretical presentation of A\?3n below
is based on [7].

The class of types of A\?n is constructed from the type variables X,
Y, Z ... using type constructors —,V and parentheses (, ). It is the least
class © such that:

e if X is a type variable, X € ©;
e if A, B € O then (A — B) € ©;
e if A€ © and X is a type variable then VX.A € ©.

To omit some of the parentheses, it is assumed that — is applied first,
all operations associate to the right, and the convention that permits to
elide internal V and . is applied. For example,

VXY.X Y = X = X = (VX.(VY(X = (Y = (X = X))))).

Usually the types A — B are referred to as the arrow (or function) types.
The variables in types are bound by V. In the type VX.A, the scope of VX
is A. The usual a-equality and variable convention are extended to types.
This permits to define the substitution of types into types in a way similar
to the untyped A-terms.

The class of pre-terms is the smallest class © such that:

the term variables x € ©;

if z is a term variable, A is a type, and M € © then Ax : A.M € ©;
if M € © and N € © then (MN) € ©;

if X is a type variable and M € © then AX.M € O is a pre-term;
e if M € © and A is a type then (MA) € ©.

In the pre-terms there are two binders, A and V (it may be used inside
types), but the notions of a-equality, the variable convention, and the
definition of the substitution can be extended to pre-terms [7].

To define well-typed terms we introduce a deductive system closely re-
lated to the second-order propositional calculus. Below I', A... denote
the contexts of type declarations, i.e., the lists of typed term variables
x : Ay : B... where each variable name z,y,... is used at most once.
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The typing judgements are the expressions of the form I' - M : A where I’
is a context, M is a pre-term, and A is a type. Well-formed terms (or merely
terms) are pre-terms that are part of the typing judgements derivable in
the deductive system below.

r:Ael
Axiom: x:Ael
o 'kax: A
Rules:
LI E (o —intr) TAAZ S LA —etim)
' :AM:A— B TF (MN):B
T-M:A I M:VYX.A
(V —int ¥ — eli
FFAX A VXA Mo SR A )

* For the type variable X not free in the type of any free term variable
that occurs in the term M.
** For any type B.

To define the equality relation, the following basic equalities are consid-
ered:

(B8) Mz:AM)N =M[N/z], (n) \x:A(Mz)==xif x ¢ FV(M),

(B AX.M)A=M[A/X], (n*) A\X.(MX)=M.
The equality generated by 3,7, 32,7 is denoted by =,. This system is
strongly normalizing and has the Church-Rosser property [7], so to check
=5 it is enough to compare normal forms.

Other systems.

(i) The calculus A\!3n. It is the A2 37 restricted to the first order or simple
types (types that do not contain V). Equality of terms in A\ 8 is generated
by 8,n and denoted by =;. Equality of types is syntactic identity.

(ii) Dependent type systems. In general, those are systems where types
may depend on terms. We shall not go far into details in this case, because
most of technical considerations below are valid already in A2 7. Two rules
that introduce dependent product look very similar to —-introduction and
abstraction in A24n and A\!3n:

Iz: K+ K kind Nz:K-M: K’
'F(z:K)K'kind Tk[z:KIM: (z: K)K'
(though  may occur in K'.)
The rules are taken from the system LF' considered in [20]. This system

contains a special type Type, and because of that in general the types of
LF are called kinds.
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In LF the expression (z : K)K' denotes dependent product, and
[z : K]M the A-abstraction. The VX.A(X) of A\28n can be modeled by
(x : Type) K (z).

The following rule (application) shows how the kinds in LF may be
influenced by terms:

PFN:(z:K)K' TEM: K
T+ (NM): [M]z]K’

(iii) Extensions with induction-recursion. All the systems mentioned
above (A3n, A28n, LF) may be extended by adding inductive types, like
the type of natural numbers Nat = Ind X.{0 : X, succ : X — X} or the
type of w-trees T,, = Ind X.{0: X, succ: X — X, lim: (Nat - X) — X }.

As usual, inductive types are defined with corresponding recursion op-
erators (constants defined together with appropriate computation rules
usualy called ¢-reduction).

All of the typed systems mentioned above are SN. For A!5n and A\?8n
see [7], for LF and its extension UTT with induction-recursion (and also
type universes) see [11]. The kinds (since they contain terms) in LF and
UTT also may be normalized.

§3. ISOMORPHISMS AND AUTOMORPHISMS OF TYPES

To define the notion of isomorphism of types, one needs only a sort
of partial categorical structure: for all types A, B the class of terms that
represent morphisms from A to B (usually one takes the terms ¢ : A — B);
for each type A, a term id4 that represents identity (usually Az : A.z); a
composition o (at least for terms A — B and B — A); and an equivalence
relation = on terms (usually the Sn-eqivalence). The term t from A to B
is an isomorphism iff there exists ¢! from B to A such that t ™1 ot = id4
and t o t—! = idp. In this case we call the types A, B isomorphic and
write A ~ B. In a special case when A and B are equal, the isomorphisms
A — B are called automorphisms A — A.

The equality of types may be syntactic identity, a-equality (in second
order lambda calculus), or based on equivalence of terms (in case of de-
pendent types that may depend on terms).

Groupoids are defined as small categories where each arrow is invert-
ible [4]. Let K be a category. For A € Ob(K), let Kis(A) denote the
subcategory of K that contains all A’ € Ob(K) such that A ~ A’. Its
morphisms are the isomorphisms f : A’ — A” where A’ ~ A ~ A”. The
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category Kis,(A) is a groupoid. The graph of Kis,(A) is a connected com-
ponent of the graph of K.

Let Autg(A) denote the group of automorphisms of A, that is, of iso-
morphisms A — A, with composition as group multiplication, fg = f o g.
It may be seen as a category with one object. It is also a full subcategory
of Kiso(A). When K is clear, we shall omit the index K and write Aut(A).

Lemma 1. Let A, A’ € Ob(K) be isomorphic. Then a) Kiso(A) = Kiso(A')
and b) the groups Autg(A) and Auti (A’) are isomorphic as groups.

Lemma 2. Let f: A — A’ be an isomorphism in K, any other isomor-
phism g : A — A’ may be uniquely represented as g = foh and g=h'o f
where h : A — A,/ : A" — A'.
Theorem 2. For each pair B,C € Ob(Kis(A)) a distinguished isomor-
phism fpc may be selected in such a way that every diagram of distin-
guished isomorphisms commutes. The result obviously holds also for the
isomorphisms in K*(A).

In type theories that we considered above the number of types isomor-
phic to A is finite, so the groupoid may be represented by the diagram

¢ % ¢,
faofi?
fiofy
f—l
Lk
f1
G
@
where Aj,..., A, are all types that are isomorphic (but not equal) to

A (and to each other), f;, f; ' denote the fixed isomorphisms and their
inverses, ¢ denotes an arbitrary automorphism of A and ¢, = f;opo f; "
(1<i<n).

3.1. Finite hereditary permutations.

Definition 2. (Cf. [6, p. 323]), Let M and N be normal terms in A. For
M to be inverse of N means that both relations Ax.M(Nxz) —* Ax.x and
Ax.N(Mz) =* \x.x are valid.
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Definition 3. (Cf. [6] and [7], def. 1.9.2.) An untyped A-term M is a finite
hereditary permutation (f.h.p.) iff
o M = \z.xz, or
o M = A2 ATo(1)20(n)-2M1:n where o is a permutation of the set
{1,...,n} and Az;.M; is a finite hereditary permutation for all
1 <1< n.
The first variable of an f.h.p. after the A-prefixz will be called its
head variable.

It follows immediately from this definition that f.h.p.’s are closed terms.

Examples 1. The following terms are f.h.p.’s:
e \2. \1ox1.221%9;
o Az Azoxix3.22122(AY2y1-T3Y1Y2).

The terms M., themselves are not f.h.p.’s (an abstraction Az; has
to be applied). In difference from both Di Cosmo and Dezani we apply
permutation to the indexes in the prefix and not at the right under the
application. When the erasures of typed A-terms are considered, it helps to
reconstruct directly their type from the A-prefix. In fact both definitions
are related by a-conversion via x; — x,-1(;) and thus are equivalent.

Let us notice that the f.h.p.’s are not necessarily normal. For example,
if in the definition of an f.h.p. M, is 2,(,) then an n-reduction is possible;
if M,,_1 = Z5(n—1) then another n-reduction is possible afterwards, and
similar n-reductions may be possible inside M;.

However such n-reductions are the only reductions possible due to the
definition of an f.h.p. Via these reductions an f.h.p. always reduces to a
unique normal form that is also an f.h.p.

The detailed technical proof may be already found in [6]. As a brief
explanation, let us quote [7]: “One may easily show that the fh.p.’s are
typable terms...By the usual abuse of language we may then speak of
typed f.h.p.’s. Recall now that all typed terms possess a (unique) normal
form (see [2]).”

We shall permit us an abuse of language and call f.h.p.’s all terms that
possess a normal form and this normal form is an f.h.p.

The main result about invertible untyped A-terms is given by the fol-
lowing theorem.

Theorem 3. (See [7], theorem 1.9.1; cf. [6], main theorem.) Let M be an
untyped term that possesses a normal form. Then M is invertible iff it is
an f.h.p.
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3.2. Typed Isomorphisms. For a type A in each type theory where a
notion of isomorphism is defined as above, one may define the groupoid
Gr(A) whose objects are the types A’ ~ A (all types isomorphic to A)
and whose morphisms are the isomorphisms between such types, and the
group Aut(A) of automorphisms A — A. (The elements of this group are
A-terms considered up to = and the group operation is the composition of
A-terms.)

It is easily shown that if ' - (z : K)K’ is an isomorphism then z has
no free occurrences in (the normal form of) K’. If in the kind (z : K)K’
x ¢ FV(K') we shall usually write K — K.

The relation of isomorphism between types is decidable in A'8n, A2fn,
and LF' [25]. Moreover, there exists only finite number of types (kinds)
isomorphic to a given type (kind).

Remark 2. For the complexity of this decision problem in LF' a lower
bound is given by graph isomorphism problem.

Definition 4. (See [26], cf. [7], p.48.) Let us consider \'Bn, \?Bn and
LF. Let M be a typed A-term, i.e., ' = M : A in one of these systems.
The erasure e(M) is defined as follows:

MBn:e(x) =2 e(Ax: AN) = Ax.e(N); e(MyMy) = e(My)e(My)

(one may say merely that all type labels of variables are erased);
e in LF (we consider M being part of T M : K ):

e(z) =xz; e(fx: KIN) = Ax.e(N); e(M1Ms) = e(My)e(My);

e in \203n we define first e(B) for types, because types may occur
not only as labels of variables: the untyped \-calculus will contain
now two sorts of variables: x,y,z,... and X, Y, Z ... (inside the
calculus they are treated in exactly the same way, and introduced
only to trace the origin of these variables) and be extended by two
constants, Ky and K_,.

— Let B be a type. We define!

e(X) =X, e(B1 — B2) = K_,(e(B1)e(Bs)), e(VX.By) = Ky(AX.e(By)).

1The abstraction A is introduced in e(VX.A) to respect binding. This definition is in-
spired by the definition of erasure for second order types in [5]. However, we modified the
definition of e(A — B). Bruce and Longo used e(A — B) = K_.e(A)e(B) but with their
definition erasure may create redexes, for example e(VX.(Y — X)) = Ky(AX. KLY X).
With our definition e(A) is normal for any type A. In fact, when one is interested only
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— Let M be a term. Now e(z) = z, e(Ax : AN) = Azx.e(N),
e(AX.N) = AX.e(N), e(NB) = e(N)e(B),
B(MlMg) = e(Ml)e(Mg).

A fundamental fact is that 8 : S — S’ is an isomorphism iff its era-
sure e() is a finite hereditary permutation [6,7]. In particular it does not
contain constants K_,, Ky. The following theorem is given in a stronger
formulation than similar theorems in |7| (for A!8n and A?8n) or [6] (for
A1Bn). We put together and slightly strengthen our own theorems 3.13,
3.15 and 3.25 from [26].

Theorem 4. Let T 60 : S — S’ (in NBn, A28y or LF). Then 6 is an
isomorphism iff e(0) is an f.h.p. Moreover, by e(0) and one of the types S,
S’ it is possible to reconstruct 6.

3.3. Computing Isomorphisms. We shall now show how to compute
isomorphisms between types.
Note that every \'3n type A can be written as

A=T Ty — ... T, - Z
with Z being a type variable, and Ti., being some types. Meanwhile,

every A\?fn type B can be transformed by applying the following rewrite
rule (half of an isomorphism)

(B—=VX.C) —» (VX.B—C), X ¢ FV(A)

(renaming bound variables when needed) until this rule can no longer be
applied (that is, all Vs on the each level can be moved to the left), which
allows us to write the resulting type as

DEVX1+m.T1 4)T2*> Tn — Z.

Definition 5. @Q-normal form. Given a total ordering on types (such an
ordering can always be defined given an ordering on type variables) we say
that a A\'Bn type A written in the above notation is in Q-normal form iff
i < j whenT; < T; (< signifies “total-ordering-less or as-types-equal”) and
each Ty -, is in Q-normal form.

Definition 6. S-normal form. Similarly, we say that the \'n type A
written in the above motation is in S-normal form iff i < j when
Card{T | T € Thzp, T=T;} < Card{T | T € Th1=p, T =T}}

in the relationship with f.h.p.’s, there are many other possibilities to define e(A — B)
in such a way that no redexes are created, for example, as K_,(K_A)(K4B).
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or T; < T when those are equal, and each Ti-y is in S-normal form.

In other words, to transform a type into its Q-normal form one needs
to recursively sort all premises using a supplied ordering, while to get its
S-normal form one needs to first recursively sort arguments by the number
of their occurrences and then if two different sub-formulas (on the same
level) have a same number of occurrences, sort those using the ordering.

Examples 2. For the type
X=>Y->X—Z7

assuming the conventional lexicographic ordering on type variable names

e X - X —»Y — Zis the Q-normal form,
e Y - X — X — Z is the S-normal form.

Lemma 3. A given A7 type has unique Q- and S-normal forms. There
exist mechanical procedures to compute each of those normal forms. Those
procedures produce isomorphisms.

Proof. The procedures are defined as outlined above: apply to premises
recursively, and either sort the results for the Q-normal form, or first count
occurrences and then sort for the S-normal form.

Clearly, both procedures produce the unique solutions (up to the equal-
ity on types) because of the total orderings on types and natural numbers.

These procedures simply recursively reorder premises, hence they pro-
duce finite hereditary permutations, hence by theorem 4, they produce
isomorphisms. O

We shall use notation QNF'(A) and SNF(A) to denote the Q- and
S-normal forms of A respectively.
Note that QN F and SN F, too, can be represented in a vector notation

Arriy = Bizip =2 72
or, in plain programming terms, using the following algebraic datatype
F = List(N x F) x Var

where Var signifies type variable name and the natural number signifies
the number of occurrences of the corresponding F'. Then, QN F’s List is
sorted by F' and SNF’s List sorted by A and then by F.

Theorem 5. Two A'Bn types are isomorphic iff their Q-normal forms
coincide. Two \' B types are isomorphic iff their S-normal forms coincide.
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Proof. Lemma 3 provides A ~ QNF(A) and B ~ QNF(B).

e If A~ B, then QNF(A) ~ QNF(B) by transitivity via comple-
tion of the diagram.

o If QNF(A) = QNF(B), then, trivially, QNF(A) ~ QNF(B),
and hence A ~ B by transitivity via completion of the diagram.

Identically for SN F. O

Note that adapting these results to the A2/ case is impossible: renam-
ing of variables bound with V can change the order of sub-formulas (which
means Q- and S-normal forms stop respecting a-conversion), switching to
the nameless (de Bruijn) notation solves that particular issue, but then
the resulting normal form is still influenced by the order of quantification,
which prevents the property analogous to the theorem 5 from working
out. This is only natural as CCC-isomorphism test for Hindley-Milner is
known to be graph-isomorphism-complete [3] while the result for A'3n is
polynomial [10].

Note however, that S-normal-form-like construction can still be useful
even for the A\23n. Assuming Set is an “unordered List” (i.e. equality on
Set is set equality), we can modify the above datatype as follows

F = Qs x List(N x Set F) x Var

with @s signifying the natural number of Vs this type introduces, Var now
signifying de Bruijn index of the corresponding variable, and the Set accu-
mulating sub-types of the same number of occurrences. Also note that in
the systems that have kinds one has to apply the same structure and sort-
ing method to Vs too. Preprocessing a list of types into this form simplifies
later isomorphism checking as one can rapidly reject many non-isomorphic
pairs by inspecting only the spines (“S-” in “S-normal form” comes from
“spine”, and “Q-" comes from “quotient”) of natural numbers of the re-
sulting values and, most importantly, these spines stay constant under
reordering of variables under Vs. For simplicity, in the following sections
we shall use the term “S-normal form” both for the \!n case and for the
S-normal-form-like structures of the more general systems.

§4. PROGRAMMING APPLICATIONS

In this section we outline several applications of the above facts to the
programming languages and their tooling.
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4.1. Proof Search. As we noted above, S-normal form is, essentially, a
representation of a given type directly in a vector notation (with some re-
strictions). We can apply the same idea to terms thus producing a notation
for vector-A-calculus with types in S-normal form.

Let Axy-,, signify the binding of n variables of the same type in a row
to the vector of variables z (with the usual Az now being the syntax sugar
for Az1-1) and let all variable occurrences use two-tier system of a variable
name and an index (and similarly for Vs and kinds in systems that have
those). For example,

Aeyzayz: (A—-A—-B)—-A—-A—B
becomes
Az11. A Y1e2.21y1y2 ¢ (Are2 = B)io1r — Arao — B.

Now, extend this system by allowing variable occurrences to refer to any
element of the corresponding vector using 4y, notation. Terms with such
any-variables in this notation correspond to sets of terms in the conven-
tional notation.

By “forgetting” that bindings are vectors we can straightforwardly adapt
many proof search (automated theorem proving) algorithms that take a
type as input and produce a term as output (e.g. [8,19]) by giving them the
type in S-normal form with all numbers of occurrences stripped as input
and reannotating the output as follows: bindings get their size annotations
from the S-normal form, variables are annotated with 4,, unless they are
bound to vectors of size 1, in which case they are annotated with ;. For
example, given a type

A—-B—>A— A

we take its S-normal form
Biig = A= A
strip it
B—-A— A

run an inference algorithm that produces a function (a set of functions) of
this type

ALYy

and then reannotate this term (these terms) into

AT121Y1+2-Yany
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thus producing a compact form for a set of terms satisfying the original
type up to isomorphism.

Finally, note that unification algorithms [9, 16, 18], too, can be (some-
what less straightforwardly, as they have to handle the case when two
or more sub-types have the same number of occurrences in the S-normal
form) adapted to this representation: vectored arrows, Vs and As unify with
similar vectored things of the same size (and sizes of consequent vectored
things must monotonically increase), an 4y, -variable unifies with any index
of the same binding.

In short, applying this idea to program inference and unification al-
gorithms produces algorithms that solve the problems in question up to
isomorphism almost for free with very little changes.

4.2. Typed Library Search. Types in functional programming lan-
guages can be used by specialized search tools like Hoogle [21] to search
program libraries for functions [7,22-24]. Early systems tried to unify the
query type modulo isomorphism with all the types of functions available
in the library. Modern systems have to deal with much larger libraries and
so they usually use unification (if at all) on a pre-filtered set of candidates
chosen by heuristics like close arity (i.e. query and result should have simi-
lar number of arguments) and high result rarity (results with common type
signatures are less interesting). We feel that, especially when programming
using very generic algebraic structures, the arity pre-filter frequently fil-
ters out useful results and hence the user frequently has query the system
with non-trivial modifications of the original query (like adding new type
variables into seemingly random places in the expression) to get something
useful.

Preprocessing all the types in a library into S-normal form and then
using those for pre-filtering (if not for the actual unification modulo iso-
morphism) gives much more control than simple arity comparisons. For
instance, one can use edit distance on the spines of the S-normal form in
question thus moving the system from an ad-hoc heuristic into a realm of
more conventional search engines.

4.3. Rejecting Non-trivial Automorphisms. Finally, yet another in-
teresting application is type checking that rejects function with types that
have non-trivial automorphisms. Transforming a given type into its S-
normal form reveals the structure of its automorphism group (see the next
section), in particular, sub-types that have more than one occurrence in
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S-normal form can be shuffled around. In some instances (like when a func-
tion of two arguments is commutative) this doesn’t make a difference, but
in other instances these functions can be “misused” by mistakenly apply-
ing arguments in the wrong order. We feel that enforcing this rule of “no
non-trivial automorphisms” can be useful to force programmer diligence
when designing a truly strictly-typed library API.

On one hand, it’s hard to imagine a practical language with non-discri-
minatory application of this rule (use in select libraries does seem useful,
though). On the other hand, in such a utopia of a programming language
one can call functions by supplying arguments in arbitrary order.

§5. AUTOMORPHISM GROUPS OF TYPES

The necessary notions of the theory of groups, such as wreath product,
may be found in [12], see also [27]. The following theorem characterizes
the groups of automorphisms of types in A'8n. A detailed proof may be
found in [26].

Theorem 6. Let S,, denote the symmetric group on m elements, and
SmNG the wreath product of Sy, and G. The groups Aut(A) (and Aut?(A))
are, up to group isomorphisms, exactly the groups that belong to the class
W of finite groups defined inductively as follows:

o {1} eW;

o ifGGHeW then Gx HeW;

e fGEW and m > 2 then S| VG € W.

Corollary 1. (See [1]|, p. 1457, proposition 1.15.) The class of groups
Aut(A) (considered up to group isomorphisms) where A are types of \'fn
coincides with the class of automorphisms of finite trees.

The “representation power” of A23n and dependent type systems is much
stronger. Every finite group may be represented as Aut(A) for some A in
A28n or in LF where ¥V may be replaced by dependent product. This was
proved in [26] (theorems 5.5 and 5.6). Here we present these results in a
more refined form, that permits to obtain a recursive algorithm to compute
the groups Aut(A) (in [26] no algorithm was proposed).

Let V={X1.,} C FV(A). Let 0(A) denote the result of substitution

[Xg(l)/Xl,...,Xa(n)/Xn]A, o € Sh.

One may consider the permutations Xy (A) C S, such that Vo € Xy (A).(o
(A) ~ A) and the groupoid Grs(A) C Gr(A) whose objects are types
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A" ~ A such that Jo € X(A).(A’ = 0(A)) and morphisms are the same
isomorphisms as in Gr(A), so it is a full subcategory of Gr(A).

Lemma 4. For anyV C FV(A), Zv(A) is a group w.r.t. the composition
of permutations.

Lemma 5. Let V = {X1.,} C FV(A). There exists a bijection between
the group Aut(VXq-,.A) and the set of isomorphisms M : A — A’ such
that o € Ty .(0(A) = A').

Theorem 7. Let A be some type in \'fn and let V. A denote its universal
closure (the type in the second order calculus N2Bn). Then the group of
automorphisms Aut(V.A) (in A\23n) is isomorphic to the cartesian product
Aut(A) x X(A4).

Theorem 8. For every finite group G there exists some type A in \'fn
such that the group Y py(a)(A) is isomorphic to G. It is possible to con-
struct A in such a way, that at the same time Aut(A) = {ida}.

As in [26], the idea is to “model” the Cayley colored graph using the
structure of the type. In this theorem in fact A may be quantifier-free.

Corollary 2. For every finite group G there exists some type A in Apn
such that the group Aut(V.A) (in \2n) is isomorphic to G.

Using theorem 6 we can describe now (up to an isomorphism of groups)
the group Aut(A) for any type A in and A\24n.

Theorem 9. Any type A in \?Bn is isomorphic to a type A’ of the form
A = VX1+n.A1 1wiy —7 - - Am 1tiy, —7 Z

where Z and X1, are type variables, the types in each list Ay are identical,
types in different lists are not isomorphic, and each Ayi-ki, are in this
form too. In particular, any type A in \2Bn is isomorphic to its Q-normal
form (-like stucture). The groups Aut(A) and Aut(A’) are isomorphic as
groups, and Aut(A’) is obtained from symmetric groups by combination of
wreath products, cartesian products and cartesian products with Sy (—).

In case of LF the universal quantification may be modeled by dependent
product. Instead of VX.B(X) we write (X : Type) B(X ), and we can obtain
similar results about the representation of finite groups in LF.
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§6. SECURITY APPLICATIONS

In this section we present several examples of possible practical appli-
cations of the results described above.

6.1. Encoding Conventional Cryptography on Finite Groups. For
illustrative purposes, let us recall the description of the ElGamal cryp-
tosystem [15,17]:
e Private Key: m,m € N.
e Public Key: g and ¢g™.
e Encryption: To send a message a Bob computes ¢" and ¢g™" for a
random r € N. The ciphertext is (¢", g™"a).
e Decryption: Alice knows m, so if she receives the ciphertext
(¢",g™"a), she computes g™ from g¢", then (¢™")~!, and then
computes a from ¢g™"a.

We can use the results described in the previous sections to emulate
this protocol in Type Theory:

select some base type A and the message a : A,

represent g as a distinguished automorphism g : A — A (f.h.p.),
represent g™ as go---og (m times), and similarly for g" and g™,
run the ElGamal protocol as normal.

By encoding a finite cyclic group of prime order as a group of auto-
morphism of some type we can implement ElGamal (or any other crypto-
graphic protocol based on finite groups) since the composition and inverse
of type automorphisms (represented by finite hereditary permutations [7])
can be computed in linear time.

We do not consider here the cryptosystems like MOR based on a more
sophisticated group theory [17] but they, too, can be represented in type
theory using the results of [26].

It is fairly clear that these type-based implementations are going to be
less efficient than an equivalent long integer-based ones, which would make
them less desirable for conventional applications. But that alone can make
them more desirable for other uses like proof-of-work algorithms.

Also of note is the fact that these encryption schemes preserve the struc-
ture of a : A. Which, for instance, means that Alice needs not typecheck
the decrypted a if she trusts Bob to typecheck his.

6.2. More General Ideas. Consider some type S. The closed terms
F : S represent combinators that may take other terms as arguments.
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A possible meaning is that F' combines in some way (opaque to external
users) the operators and data. All its parameters may be fed externally in
a controlled way.

For example, let

S=X1 = X)—=..(X, > X)) X1 —~...X,, > X.

Here X1,..., X, X are not necessarily different and may be type vari-
ables or constants). The terms F : S represent combinators that may take
any functions ¢; : X1 — X{,...¢n : X, — X/, and data x1 : X1,...,Xn :
X, as arguments.

If we take

F = >\f1+n X > Xz X.(fg(l)(. .. (fa(n)l') . )

where o is some permutation of {1,...,n}, it will combine the applications
of ¢1., in any desired order. If we take F' = Af1-,, : X = XAz : X.fix
then only one of ¢ will be selected, etc. The ¢, themselves may be, for
example, some coding functions.

In an extension of A-calculus with inductive types and induction-recur-
sion F' may include recursion operators and the functions ¢1,..., ¢, and
data z1,...,z, be the parameters of recursion.

The type S of the combinator F' may have many automorphisms which
form a subset of all possible isomorphisms to/from this type. Automor-
phisms, in difference from isomorphisms, do not change the types of pa-
rameters (in a given order) that F' can be applied to. So, if an automor-
phism 0 : S — S is applied to F then 0(F)¢1...¢n w1 ... 2y, is valid iff
Foy...¢0p21 ..., is valid. In difference from automorphisms, an action
of an isomorphism 6’ : S — S’ (which is not an automorphism) may make
invalid an application of 6'(F).

The terms and types above belong to A 3n possibly extended with in-
ductive types. In A28n we may add a second-order A\ and consider

AXy ... X, X, X, F:¥Xy...X, X, ...X..S.

In this way the types also become controlled parameters, for example one
may “feed” Nat, Bool or other types for variables.

If dependent types are admitted, the types X themselves may depend
on terms as parameters. A standard example is the type of Boolean vectors
of the length n : Nat.
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The information about the distinction of type variables may be hidden
from an intruder and this will permit to use type-flaw detection meth-
ods [14] to detect the attacks.

In general S may contain subtypes of any possible form, including con-
stant types, the types of many-variable functions Y7.; — Y, higher-order
functions like (X — YY) — Z etc. It may be seen as the type of combinators
that assemble a program from the program modules of these types. The
automorphisms, since they do not change the type globally, may be used
to hide the exact purpose of each module (to “mix” the program modules
of the same type).

Examples 3. Consider a family of functions (represented by some closed
terms in LF with inductive types) {f(n) : G(n) — H(n)} with n : Nat
and G(n), H(n) : Type. We may merely consider one function {f : (n :
Nat)(G(n) — H(n)} with G, H : Nat — Type. The f(n) may be isomor-
phisms for some n. Let F be the type of data to be encoded. Consider the
following closed term:

[n: Nat]f(n): G(n) — H(n).

Let k : Nat be the smallest k that G(k) = F and f(k) is an isomorphism
(we assume that it exists). Then f(k) is the coding function.

We assume also that there exists the smallest n > k such that G(n) =
H(k) and H(n) = F, and f(n) is the inverse isomorphism for f(k).

To decode the data one has to find n. Obviously this schema permits to
represent many cryptosystems, including the ElGamal considered above.

§7. AN OUTLINE OF A QUANTITATIVE ANALYSIS

Let A be a type. The cardinality | Aut(A)| and the number ¢ of types
that are isomorphic to A (including A) are finite. From lemma 2 and
theorem 2 it follows that the number of isomorphisms A — ... (or--- — A)
that are not automorphisms is merely | Aut(A4)|- (¢ — 1).

Consider first the calculus A!'Bn. Without loss of generality we may
assume that A = Ay1215, = ... Amizmi, — X. Let n=1414+---+4p.
Taking into account the definition of wreath product [12], the size of sym-
metry groups and that | Aut(Ag1)| = | Aut®(Ak1)|, we obtain the following
recursive formula:

Tm
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The number of types that are isomorphic but not identical to A is given
by
n! - .

ﬁ . |iSO(1411)|11 R |iSO(Am1|Zm —1.

21 e -
In A28n there will be more isomorphisms due to possible permutations
in the V-prefix (each premutation defines an isomorphism), but also the
equality of types will become non-trivial because of a-conversion in types,
and it will augment the number of automorphisms. In case of LF there
is more constraints (not all “premises” of a dependent product can be
permuted because of dependencies), so this can reduce both the number
of isomorphisms and automorphisms. However the choice of type structure
remains very flexible and permits to control the structure of the groupoid
of isomorphisms and the automorphism groups.

§8. CONCLUSION

Some more questions must be resolved to make some of the ideas out-
lined in this paper more practical. Presented algorithms should be im-
plemented in a code base ready for public consumption, precise commu-
nication protocols that would make use of the distinction between iso —
and automorphisms, public and private type information, should be elab-
orated. The complexity of algorithms (for example, for reconstruction of
typed isomorphisms from erasure) needs to be investigated much more
precisely.

Moreover, we believe that the use of type theory and A-calculus as a
higher-level formal language for data protection (especially software pro-
tection) and detection of attacks deserves to be investigated further.
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